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Abstract

Purpose – The purpose of this paper is to describe the current environment of, and challenges for,
managing and storing records and information in “the cloud”.

Design/methodology/approach – The approach was based on the authors’ experience of the
challenges facing records management gained through the authors’ interaction with public and private
organisations. Observations of the way the web has changed the conduct of business and what using
“the cloud” to store information means for records management. Included is some practical advice on
how records managers can cope with the risk associated from using “the cloud”.

Findings – The key findings highlight that as organisations are changing the way they conduct
business by including “web 2.0” and “the cloud” into their way of working, records management needs
to be aware of the risks. The incorporation of “the cloud” into the way organisations conduct business,
should not be based on a technological decision, but should be based on a decision examining risk to
an organisation’s information.

Originality/value – This paper is beneficial in raising awareness of the potential risks and benefits
associated with managing and storing information online, specifically in “the cloud”. However, this
paper aims to not dissaude organisations in their use of web technologies, but to emphasise the
involvement needed by records managers in the formation of policies, education and risk analysis for
any system or space designed to manage or store information and records.
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Introduction
Why is the world wide web (the web) perceived as different today against ten years
ago? What are we doing in the web now that we were not doing previously? Records
professionals around the globe are asking these very questions and with the current
catchphrase of “web 2.0” resounding in our ears, it is becoming clear that the web is not
only changing the way we work, it is also changing the way we interpret records and
organisational documentation. While it is acknowledged that records are being created
by, for, within and outside an organisation’s traditional control and purpose, the
management of these records can now solely be held in the realm of what is known as
“the cloud”. However, what is “the cloud” and is it a safe haven for an organisation’s
records or will it be responsible for possible legal wrangling and messy data loss? All
of these are unwanted headaches for the often harried records professional.

How are we using the web?
Amazingly, the way the web is being used today is being driven by users and not, as in
times past, by publishers or technologists. As such, for the users, the web and what it
can do for the user will only improve over time. The downside of this virtual revolution
is that because these tools are permeating not only our personal lives but also our
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professional lives, users often do not think of implications, such as accountability
of information and other potential risks, that web use carries into the workplace.

And we are using the web to perform our business. A 2008 survey found that
59 per cent of professionals in the Asia-Pacific region used “web 2.0” tools at least once
a week and 43.7 per cent use them for work purposes (CCH Australia, 2008). Like the
advent of the telephone and e-mail, the web is enabling another channel for business to
get done. Unlike the telephone and e-mail, however, the widespread coverage of the
web means you do not even have to know the person you are dealing with or who is
dealing with your information.

Recently, businesses are using the interactive power of the web for more than hosting
collections of relatively static documents – indeed they are holding whole conversations
with their customers – and the reuse of information is more than common. Where these
conversations are occurring is often not given a second thought by users. However,
in relation to an organisation’s actual records, it is becoming clear that this second
thought should be given.

We cannot discuss the nature of working online without discussing “the cloud”
(the cloud). What do we actually mean by the cloud? To understand the basics of the
cloud, one needs to understand the very basics of information creation and storage
in the digital medium. In day-to-day business and personal life, users are creating
large volumes of digital information using many different applications or systems.
This volume of information is then usually stored on an individual’s or organisation’s
hard drives or network. Unfortunately, this process can become expensive. Software
needed to create the information can be costly as well as carry other costs beyond its
outright purchase, such as licenses per employee, maintenance, add-ons and upgrade
costs. Storage, while relatively cheap in itself, when coupled with maintenance of the
storage option can also prove an ache in the bottom line for many organisations. This
is because any storage option needs constantly to be tested for obsolescence, malware
and general corruption of data or software. A recent alternative option is to process and
store data “in the clouds”. Computing in the clouds means that an organisation or
individual can store and process their data online without having to run their own
computing platforms (Navetta, 2009).

Storing information in the clouds usually takes one of two forms. Data storage can
be fully virtualised where the internet itself serves as storage space or the more
common method, where data resides on a physical server that is located somewhere,
often in disparate geographic locations (Australasian Digital Recordkeeping Initiative,
2010). Therefore, when we store our data in the cloud we are actually utilising a form of
distributed storage. To explain further, this distributed form of storage often involves
shared hardware or several virtual machines running on a physical machine.
An organisation or individual may be served data from several to hundreds of
independent data nodes, and each node may be shared between several clients. This
means the data is “in the clouds” rather than a known location such as a hard drive or
an organisational network.

There are many benefits to cloud computing including savings on hardware and
software, as storage is provided by a third party and is available on demand, often
without reciprocal costs such as licensing and renewals. Another benefit is the almost
guaranteed access to data outside of normal business hours from anywhere in the world.
Storing data in the clouds also means that for organisations that are geographically
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dispersed, it is much easier to collaborate and share information. Cloud computing can
mean reduced pressure on an organisation’s information and technology service which
means that their time and other resources can be applied to other areas of business. This
is outlined by Peter Mell, of the National Institute of Standards and Technology’s
Computer Security Division, who suggested that:

[. . .] if agencies have public facing data [on their systems] and they move them off to the
cloud, what’s left is the sensitive data they’ll then have more control over [. . .] so the agency
can put more focus on those sensitive areas (Quoted in Robinson (2010)).

This is a particular benefit for records management as the most valued records (those
not in the cloud) can be given the attention that they need.

There are also benefits for the storage provider as they can share their hardware
between several clients, thereby creating economies of scale. The benefits so far
outlined are all potentially helpful to organisations and, if appropriately regulated
within an organisation and the usage managed, could streamline business processes.
However, the part of the above equation that is not so well-known is the actual location
of one’s information – so while you can access your information from virtually
anywhere, you do not know where it in fact resides. Often cloud platforms cannot
specify where specific data are at any point in time which is a potential issue when
trying to manage records and maintain them with evidential value.

According to the 2008-2009 survey by the Association for Information and Image
Management (AIIM) 77 per cent of organisations surveyed would never use a public
cloud, presumably due to trust issues, however, 67 per cent would consider a corporate
or government cloud (AIIM, 2009). This statistic seems to indicate that currently the
cloud is not something organisations seem to be utilising or planning to utilise. Yet with
increased pressure on organisations to find savings wherever they can, it is inevitable
that there will be increased usage of offsite virtual storage.

What does working in the clouds mean for records management?
Often the reuse of information and subsequent changing of context of information
created online is beyond the control of the organisation. The most obvious records
management issue is how can a records manager maintain and manage a record when it
is constantly changing beyond the parameters of the organisation? Some records
professionals may even argue that if web records do not satisfy the archival diplomatic
elements (medium, content, physical form, intellectual form, action, persons, archival
bond and context) established by Duranti and others (MacNeil, 2000) then the
information is in fact not a record at all. The meaningful application of such disciplines
as diplomatics to web records is a great discussion to be had by the records management
industry. For example, how can you apply a physical form to something created in the
web, or identify persons when no known name or even physical or virtual address is
available. However, the issue of using the web for records is further complicated when
using the cloud to store records. How can an organisation control its records when it does
not know where they are? With multiple locations and multiple copies, what is the
record’s legal standing? By using the cloud, can an organisation expose itself to
unwanted information leaks?

Reuse and replication of data and metadata is a feature of using the cloud. This
means that the idea of a single “point of truth” or only having one copy or a number of
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controlled copies of information is not verifiable as the use of cloud storage results in
data being replicated, often across large distances. In Rittinghouse (2009) book on
Cloud Computing, wrote that “information in the cloud may have more than one legal
location at the same time, with differing legal consequences”. This raises the issue of
uncontrolled trans-jurisdiction data flow, and the differing legal requirements related
to different geographic locations. For example, the European Union (EU) Data
Protection Directive 94/46EC requires that, unless certain steps are taken,
organisations are prohibited from transferring personal information to countries that
do not provide the same level of protection. This would exclude data transfer between
the EU and the USA, where the Patriot Act can grant US Government agencies access
to stored data regardless of where it originated. Rittinghouse (2009) also highlights the
issues associated with security of information due to “the dynamic and fluid nature of
virtual machines [which] will make it difficult to maintain the consistency of security
and ensure the auditability of records”.

A less dramatic but rather annoying feature of currently using the cloud for records
storage is that it can be not dissimilar to creating and using a paper/electronic hybrid
recordkeeping system. In a paper/electronic hybrid system one can expend much time
trying to find a record in the electronic system that is in actual fact still in paper format
and vice versa. When transitioning to cloud storage a similar problem can occur. For
every one record stored in the cloud, there can be at least two more that users would
like to have cloud access to; however they have not yet been uploaded (McNevin, 2009).
One needs to balance the hours of potential lost productivity by the potential minutes
of convenience gained by using the cloud. Other records management issues for storing
in the cloud revolve not only around perceived convenience or inconvenience but also
the location and legality of information stored in multiple jurisdictions.

In most organisations records are created, shared, stored and used. Usually, records
must also be managed in compliance with an organisation’s regulatory requirements.
It is commonly agreed that records are needed to support an organisation’s business.
For this reason records need to be reliable, accessible, authentic and accurate
(Government 2.0 Taskforce, 2009). In the paper paradigm, keeping records secure so
that they maintain reliability, accessibility, authenticity and accuracy is not too
difficult – there are decades of knowledge to guide the way. Doing this, in the digital
world on an organisation’s network may have some concerns, however, there are
standards and technologies available that mean that records can be kept secure and
under the control and ownership of the organisation – as a safety net the organisation
still owns its network. However, in the cloud, ownership and control can be difficult to
achieve.

Control issues abound when using cloud storage. As already highlighted, in terms
of records management, in a true cloud neither the data owner nor the storage provider
can know exactly where the data resides. Abadi (2009) concludes “it is hard to maintain
(atomicity, consistency, isolation and durability) guarantees in the face of data
replication over large geographic distances”. How can you manage something when
you do not know where it is? Associated with this issue, is the risk that while you may
not know where your information actually resides, how many other people do. There is
the risk of unauthorised access to your records that may be in breach of privacy,
information and other laws of your jurisdiction.

RMJ
20,2

220



Just as important as knowing where your information is and how many copies there
are, as well as who is looking at it, you must be content that the cloud storage provider
chosen is able to not only return your information to you, but also that it is in a form
that your organisation can read. Cloud storage providers, like any technical service he
need to update their software from time to time. It is imperative that when your
information is returned to you not only is no trace of it available anywhere else, but
also that the form in which it is returned to you is useable by you (Australasian Digital
Recordkeeping Initiative, 2010).

Being able to satisfactorily destroy records at the end of their life is also an issue
when storing records in the clouds. The secure retention and disposal of records,
including those sentenced for destruction by an approved method, is for most
organisations a legal requirement. Organisations need to be able to demonstrate not
only that they have legally disposed of records but also how they did it (Pelz-Sharpe,
2009). There are additional requirements for government records. However, as stated,
within a true cloud it may not be possible to verify that records have been destroyed
when it is not possible to know how many copies there are. Where there is a specific
requirement to destroy records, this is a serious risk as there may be multiple traces
available on the cloud storage providers servers and back up servers, again often in
differing locations.

Other implications
Records, regardless of where they are stored, need to be able to be trusted. Records
enable us to perform our business and are inextricably linked to the law as they can be
trusted to be what they purport to be. Records and the law have a long history.
As Iacovino (1998) and MacNeil (2000) indicate, records and archives are fundamental
aspects of law and as such records evaluation should be considered not only for
accessibility and business purposes but also for accountability, reliability and
evidential requirements. Therefore, records and where they are processed and
managed must be understood in terms of how they are affected by the law and also
how they affect the law (Iacovino, 1998). For example, while the “best evidence” rule
has mostly been abolished in Australia, one needs to evaluate if records from the cloud
would stand. The current trust of electronic records may be widening, however it may
not yet extend to those records in the cloud.

The concept of the original, authentic and reliable record should remain a
fundamental principle for organisations regardless of where records are being created
and managed. How this is done on the web needs to be considered by the whole of the
organisation. Printing web records is not an option and this practice does not reflect the
highly dynamic role that web records occupy. However, leaving information floating in
the ether and losing control does not aid information management or legal
accountability. If an organisation is called upon to present their records as evidence,
if they have not been appropriately managed they could lose their evidentiary value;
this could be expensive for the organisation in cases where their value as evidence
must be proven.

Organisations are also putting themselves at risk in terms of legal discovery. Legal
discovery processes were previously an area of expertise that required the skills of a
records manager. However, in the digital world, where records management seems to
appear increasingly irrelevant, ICT staff are being called upon to complete access
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requests for information for e-discovery processes (AIIM, 2009). Unless the information
has been subjected to basic records management principles, an organisation could be at
risk due to the devaluation or contamination of records to be used as evidence.

Organisations need to understand the implications if they, for some reason, did not
have access to their records (even if no one else had access to them either). Why do we
keep records? We keep records to provide an evidential account of business. We use
and reuse records daily to perform our business. Cloud storage providers, like any
other company can cease to exist or be acquired by another company. The level of
service could change dramatically; an organisation may suddenly find itself with little
or no access to its records. The US National Archives and Records Authority (NARA)
estimated that 93 per cent of companies that “lost” their data for ten days or more filed
for bankruptcy within one year (McNevin, 2009). This is a cautionary tale for any
organisation looking to store their records in the cloud.

Another area for organisations to be aware of is the storage of encrypted data in the
cloud. A little known quirk of virtual computing is the limited ability to secure
encrypted data. Virtual machines operate like physical machines but are simulated
with software. With two or more virtual machines operating on one physical machine,
there is the possibility that they may not have enough access to random numbers
(generated using the real time clock in the hardware as a seed) needed for secure
encryption. This may make it easier to guess (by brute force search) the numbers used
to generate random encryption keys (Perez, 2009). A possible solution is for the data
owner to add an encryption layer, so that sensitive data can be encrypted before being
stored in the cloud and decrypted after it is retrieved. However, transmitting large
databases out of the cloud for decryption to extract small amounts of data are
bandwidth and labour intensive (Agrawal et al., 2004; Hacigümüş et al., 2002).

An issue that abounds when using the clouds for offsite storage of information is
the inability to apply current standards or the lack of standards to be applied. NARA
has indicated that “various cloud architectures lack formal technical standards
governing how data is stored and manipulated in cloud environments. This threatens
the long-term trustworthiness and sustainability of the data”. (National Archives and
Records Administration, 2010) Under the ISO 9000 series of standards for quality
systems:

[. . .] quality records must be kept to show conformance to specified requirements and the
effective operation of a quality system. Quality records represent a crucial source of evidence
for the certification process and the quality systems. Standards impose stringent
recordkeeping requirements for this purpose (Roberts, 1997).

Records “serve as objective evidence of the activities and transactions that support the
creation of products or the provision of services” (Duff and McKemmish, 2000) but,
given the lack of certainty regarding basic records management functionality in
commercial cloud solutions or the extent to which such solutions are “quality systems”
according to ISO 9000, use of cloud storage for quality records would, at this stage,
appear to be incompatible.

However, while appearing to be an unhappy union, records management and the
web (and inevitably the cloud) will be together at least into the foreseeable future. One
of the most basic measures a records manager can introduce is to educate the people
creating the records as well as those using the web. Organisations should also treat any
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liaison with the cloud as they would any other service concerning the organisation’s
assets, including performing “due diligence”.

Practical advice for organisations wishing to utilise the cloud
In terms of the cloud, while widespread usage is not yet common, some governments
are taking steps to ensure their information remains authentic and accessible. The UK
Government is developing a secure cloud infrastructure called “G-Cloud” for public
sector bodies. A small number of virtualised data centres would be accredited “public
cloud” service providers to help reduce public sector spending on ICT. More
importantly, the strategy will also provide some standardisation for capabilities for the
promotion of shared services with accredited cloud service providers (Cabinet Office,
2010).

Before there are widespread accredited cloud storage providers, organisations
should introduce policies and codes of practice surrounding the use of cloud
computing. Policies should focus on user behaviour and address issues such as
information confidentiality, integrity and access to information (Federal Departments
and Agencies, 2009). These policies should be formulated through open dialogue
between records management and information and communication technology units.
In this area it is critical for records management to share their knowledge (Datskovsky,
2009).

There are also some simple ways organisations can maximise their security and
management of their records in the cloud. These include but are not limited to:

. asking where the records will be stored and processed and trying to find
jurisdictions that are complementary to their own;

. seeking contractual agreements to obey privacy requirements;

. seeking assurance that at the termination of the contract, no trace of the records
will be retained by the provider; and

. understanding how the provider backs up stored information and can restore
your information in case of emergency.

Most importantly, seek assurance you can get your records back in a format specified
by your organisation in a specified time (Australasian Digital Recordkeeping Initiative,
2010).

The future
The cloud is not a threat itself but its use does carry risks. The risks outlined above
only skim the surface and what is risky for one organisation may be acceptable for
another. The risk also depends on the value assigned to the record.

Perhaps, if more regulated clouds are created, it would help records managers
manage organisational information stored using web technologies. With further
standardisation of the cloud environment, including input from records management
and legal experts, good records management is indeed possible (Kable, 2010). In the
case of public records, good policy and possible changes to legislation will be needed to
address the opportunities and threats of cloud storage.

Records managers now more than ever need to be involved in the decision to use
web technologies in the business place. The decision to use these technologies should
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be a risk-based decision and approached with all the due diligence of any other form of
distributed storage contract. Records managers need to be involved and aware of the
risks and benefits of cloud computing as it is their responsibility to create and maintain
records as evidence of an organisation’s business.
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Hacigümüş, H., Iyer, B., Li, C. and Mehrotra, S. (2002), “Executing SQL over encrypted data in the
database-service-provider model”, Proceedings of the SIGMOD, Madison, WI, pp. 216-27.

Iacovino, L. (1998), Things in Action: Teaching Law to Recordkeeping Professionals, Ancora
Press, Melbourne, pp. 62-74.

Kable (2010), “Government to use multiple clouds”, 22 January, available at: www.kable.co.uk/g-
cloud-computing-cio-john-suffolk-22jan10

McNevin, G. (2009), “Cloud storage: pie in the sky?”, Image and Data Manager,
January/February, p. 5.

MacNeil, H. (2000), Trusting Records: Legal, Historical and Diplomatic Perspectives, Kluwer
Academic, Dordrecht, pp. 91-4.

National Archives and Records Administration (2010), Frequently Asked Questions About
Managing Federal Records in Cloud Computing, Environments, National Archives and
Records Administration, available at: www.archives.gov/records-mgmt/faqs/cloud.html

RMJ
20,2

224



Navetta, D. (2009), “Legal implications of cloud computing – Part one”, Information Law Group
blog, available at: www.infolawgroup.com/2009/08/tags/security/legal-implications-of-
cloud-computing-part-one-the-basics-and-framing-the-issues

Pelz-Sharpe, A. (2009), “Records managers and the thread of cloud computing”, Trendwatch
blog, 19 October, available at: www.cmswatch.com/Trends/1716-Cloud-Computing-
Records-Management

Perez, S. (2009), “The cloud isn’t safe?! (Or did black hat just scare us?)”, ReadWriteWeb, 5
August.

Rittinghouse, J. (2009), Cloud Computing: Implementation, Management, and Security, CRC
Press, Boca Raton, FL, p. 149.

Roberts, D. (1997), “The new Australian records management standard”, paper presented at the
Annual Meeting of NAGARA, Sacramento CA, July.

Robinson, B. (2010), “What you need to know about storage in the cloud”, Federal Computer
Week, 9 April.

Corresponding author
Katharine Stuart can be contacted at: katharine_stuart@hotmail.com

Current state
of play

225

To purchase reprints of this article please e-mail: reprints@emeraldinsight.com
Or visit our web site for further details: www.emeraldinsight.com/reprints


